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1 [bookmark: _Toc131429356]Before you start

· Have an up-to-date resident list/report from your aligned care home 
· Scan and save all staff and resident authorisation forms 
· Have in place your data sharing agreement signed by the care home
· If you have already set up the authorised care home staff as proxy users for ordering medication, go to Section 4 to search, and select the online user already set up in the system.IMPORTANT
Consent must be given by the patient/resident (or their representative) before further access to the GP record is set up for care home staff. 
When setting up proxy access, you must set it up for care home staff members only.  You should never give out a patient’s / resident’s username and password to care home staff as it’s considered a poor Information Governance practice and there is no audit trail if multiple care home staff login as the resident.


The proxy access can also be used to permit access to patient summary care records (SCR), to book appointments and to send GP practices messages. The options available to the administrator account are controlled by the GP practice and depend on individual consent from patients.
Electronic Prescription Service (EPS)
GP practices need to be using EPS and have activated the SystmOnline ordering process to be involved in care home proxy medication ordering. There is no change for the prescribers, the prescription generated will be sent to the usual pharmacy and signed as normal. The requests for prescriptions will come through to the surgery as a task, in the same manner that an individual patient’s online order request currently presents on the system.
The Care Home Medication Cycle 
Care homes operate a 4-week (28-day) medication cycle and begin ordering medication for their service users on week 2 due to the volume of individuals being ordered for and the time needed for the GP practice to produce the prescriptions and the pharmacy to prepare the medication.
Helpful video tutorial: 
This helpful video was created by Debby Faries, Care Home Advice Pharmacy Technician, in the East Midlands.  In addition to great tips, it provides a comprehensive visual guide for how to set up care home staff with proxy access.
https://www.youtube.com/watch?v=59JybO3gTJ0 


[bookmark: _Toc131429357]2   Setting up a new proxy account

[bookmark: Step1]STEP 1
In order for care home staff to order medications for patients/residents, you are going to first set up care home staff members as a SystmOne user by creating a New Online User Account.  To do this, from the Main Menu select: Patient > Patient Maintenance > New Online User Account. [image: ]


STEP 2
Enter the care home staff member’s name and Date of Birth to see if they are registered on SystmOne and on the Spine.  In this guide, “Harry Potter” will be the care home staff member and “John Lewis” will the patient/resident. 
[image: ]
If any care home staff are found that match the search criteria, they are displayed.  SystmOne uses the following colour coding:
Black –  Spine care home staff record  
Blue   – Currently registered on SystmOne  
Grey  –  Care home staff not currently registered on SystmOne but has been in the past

[bookmark: Step2]STEP 3
[image: ]There are three possible options that may be returned: 
1.You can’t find their name. Select Not Found
2.    You find the person’s name, but the record includes an NHS number. You need to create a new user and without an NHS number, select Not Found
3.   You find the name, without an NHS number.  It’s possible that the member of care home staff has been set up as a proxy in another TPP practice.  

STEP 3 (continued)
This would be applicable for a care home staff member in a care home which has residents that are registered at more than one GP practice.  Double click on the care home staff member’s name to see if the account is linked to the staff and their current care home.  If they are not linked, then the staff member needs to be registered again for the current care home.  Select their name without the NHS number to continue a new user registration. 
If the care home staff member is linked, follow instructions in Section 3.
Note: If you select Create Account for Selection above, and you change any of the details on the New Online User Account dialog, it will amend the details held on the SystmOne database for that care home staff and may update Spine.  
If there is both a black Spine and a blue SystmOne match that have the correct details, choose the blue non-Spine account.

[bookmark: Step3]STEP 4
[image: ]When you click Not Found this creates a new user with no previous information.  You will need to input the information in the Demographics section, without an NHS number, to include a secure email address. Click the green button (as shown below) to start adding the care home address for this care home staff member.
Clicking either Not Found or Create Account for Selection will bring you to the New Online User Account > Demographics screen.
Reminder:  Do NOT enter an NHS number, as it will potentially link the care home staff member with their patient profile.
Fill in all of the applicable information, to include a individual secure email.
Click the green button to start adding the care home address for this care home staff member.
The Address Type Selection box will pop up.

[bookmark: Step4]

STEP 5
[image: ]

In the Address Type Selection, select Home, then an Address screen will pop up.





[bookmark: Step5]STEP 6
[image: ]
When entering the address of care home staff, you will enter the address of the care home. Fill in the Address screen that pops up.  Click Ok.  
Note:  Entering in the postcode will help to pre-fill the Town and County.




STEP 7
In the Demographics screen the address will now show at the bottom.  Click Ok.
[image: ]
A large popout Identity Verification screen will now come up. 

STEP 8
[image: ]To add/document proxy access documents, this is done by ticking Documents Provided and clicking the Other tab. (instructions below) 
[bookmark: Step7]Note: You must ensure that you have met the minimum requirement for finalisation of the care home staff member.

STEP 9
[image: ]When you click Other, you will then drag a picture (JPEG, not a PDF document) in the Drag Image Here box.
Tick Vouched for after you have received and reviewed the proxy request form vouched for by the care home lead. Choose Information confirmation as you have confirmed this via the Staff Proxy Access Request Form. 

[image: ]STEP 10
Under Contact Details click the green telephone icon to Record Contact Details.
A new box called Telephone Numbers & Email will pop up after Step 9 is completed.
IMPORTANT
Under the Third Party section is where the new user’s details will be sent.  If you choose printout, make sure you save the printout to give to the care home staff member. If you choose Email, this will be sent to the email you entered in Contact Details.
  
[bookmark: Step8][image: ]STEP 11
IMPORTANT
Ensure that Email is chosen as the Preferred contact method in the event the staff member needs to reset their password, as well as being a secure method of contact.
Enter Mobile phone number and change Unverified to Verified, so this method can be used if the staff user requires a password reset on their account.

Make certain that the care home staff member’s NHS or accredited secure email address is entered for verification details.
Choose Verified from the dropdown below the secure email.  This will also ensure if the user gets locked out of their account, the reset link will go to the email linked to their account. 
Click Ok. 
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You’re now going to link the care home staff member’s profile to a patient’s record with Proxy Access. 


There are two ways to link a care home staff member’s profile to a patient’s record.  
1. You can do it directly after setting up a new user on SystmOne or you can link a staff member who already has access to SystmOne.  
2. If a care home staff member already has a SystmOne account and you want to link a patient/resident to an existing care home staff member’s profile, please go to Section 4. 
In this section we will guide you through how to add a resident’s record to a newly created SystmOne account.

STEP 1
If you have just set up a New Online User Account for a care home staff member, the Identity Verification page will be open and you will see the Proxy Access section at the bottom. 
Click Allow this Online User to Access a Patient’s Account.
Note: You will need to add one user to this account for it to save.

[bookmark: Step2Section3][bookmark: Step2through5][image: ]STEP 2
A Patients / Residents screen will pop up.  Enter the patient’s / resident’s details you want to link with the care home staff member’s account.

When you find the patient that you want to link to, click Select on the bottom.



STEP 3
[image: ]The linked account will now show on the bottom.  This is evident as “Harry Potter” (the care home staff member) is at top right-hand corner.  If any patients/residents are linked, it will show at the bottom left of the screen:
Proxy Users will show here

STEP 4
Before selecting the level of access you are going to give the care home staff member, be sure to review the Resident Consent Form to ensure the resident has given care home staff proxy access.  Then review that the care home staff member has signed Staff Proxy Access Request Form, which is completed by the care home staff member so they can order medications for residents via proxy access.
[image: ]This is a more up close view of the patient /resident who the care home staff member now has proxy access to.

Select the level of access you want the care home staff member to have for the resident /patient.

[image: ]STEP 5
After choosing the level of access, then choose the Relationship to patient the care home staff member has.  For this example, we’ve used ‘Carer’.
Then choose the Basis for granting access, and add comments if necessary.
If you have chosen Patient consent (written), this is where you would add the signed patient consent form.


STEP 6
If you want to assign more patients/residents to this care home staff member, then under Proxy Access, click the Allow this Online User to Access a Patient’s Account.  Repeat the Steps 2 – 5 above.
[image: C:\Users\mansuetoj\AppData\Local\Microsoft\Windows\INetCache\Content.Word\Proxy Access Close Up.PNG]


When you are finished adding patients/residents, move onto Step 7.

[image: ]STEP 7
When you are finished linking the care home staff member’s account to all of the patients / residents, click Ok at the top left and a Question screen will pop up.


Note:  Before clicking Ok, check on the left-hand column under Online Credentials to double check you have linked all of the residents to the proxy access user.












STEP 8
[image: ]Click Inform or Don’t Inform.  If you select Inform the care home staff member will receive an individual message for each resident they are linked to.





STEP 9
[image: ]Another Question Screen may come up. Click Inform or Don’t Inform.  ‘Informing’ the care home staff member will send them a message via their preferred contact method. 



STEP 10
[image: ]Click Save on the top left hand corner.  This will send an email to the new care home staff user with their login details.










You have successfully created a new user account and linked it to a patient’s / resident’s profile.  
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You’re now going to link the care home staff member’s profile to a patient’s record with Proxy Access. 



If you have a care home staff member that already has access to SystmOne and you need to link them with a new patient/resident, follow the steps below.
[bookmark: _Hlk131427464]STEP 1
You will first need to bring up the care home staff member’s account.  As the care home staff member already has an online account, they are not linked to the Spine.  To search for all online users in your organisation, including online users who are not patients, select Patient > Patient Maintenance > Online Users from the Main Menu.
[image: ]
STEP 2

This screen will pop up and you will right click on the care home staff name you want to add proxy access to and select Retrieve Record.

If you click NHS Number, so it sorts Online Users with no NHS Number at the top, it will be easier for you to find just the Online User Accounts












STEP 3
When the below Warning screen pops up, click Ok.
[image: ]

STEP 4
[image: ]
Click Administrative tree, then Online Services.


STEP 5
[image: ]
Click Allow access to another patient’s account.

You can also see from this screen which other care home resident’s the care home staff has access to.  In Section 3, we already linked the resident (John Lewis) to the care home staff member (Harry Potter), which is why Mr Lewis is showing.



STEP 6
[image: ]After clicking Allow access to another patient’s account, a Patients screen will pop up.  You will now search for the new resident you want to add to the care home staff member’s profile.  When you have found the additional resident, click Select.

Now you will repeat Steps 2 – 10 in Section 3.




[bookmark: _Toc131429360]5   Changing a user’s access rights for GP practice staff

It is very likely that there already is a designated person within the GP practice that takes care of proxy access requests for care homes within your PCN.  However, if there is no one within the GP practice who takes care of these requests, it may be necessary to change the user access rights of the newly designated GP staff member. This will allow the staff member to be able to set up proxy medication online for each care home staff member and the care home residents.  Other actions a System Administrator can do include:

[image: ]

Changing a User's Access Rights
1. To change an existing user's access rights:
2. Select Setup > Users & Policy > Staff & Organisation Setup from the Main Menu.
3. Select the relevant care home staff member from the list displayed.
4. Right click Amend Staff.
5. Select the Local Access Rights tab of the Amend Staff Details dialog.
6. Select/deselect the tick‑box beside the access right(s) you want to grant/withhold.
7. Click Ok.









[image: ]The below Amend Staff Details popup will come up after you right click on the care home staff member’s name and select Amend Staff in Step 4. Click Ok to finalise your changes.
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Keep in mind that if there is more than one proxy log-in issued to the care home, you may need to make these changes to the other account also.  

It is the Care Home’s responsibility to notify the GP surgery when they have staff member that leaves.  It is the GP surgeries responsibility to remove that staff member as soon as possible, to ensure there are no potential data breaches for any patient/resident.

1. [image: ]On the top bar, go to Patient > Patient Maintenance > Online users.
2. Find the proxy user. Filtering by NHS number will show proxy users at the top as they have no NHS number. 
3. On retrieval of the proxy user account, the online services screen should appear. If this does not open, you will need to click the ‘online services’ tab in the left administration bar.


[image: ]







Reset Password – will reset the proxy user’s password. 

Allow access to another patients account - choose this option to add further patients to a proxy user account. The care home must submit the consent paperwork before setting up online access. 

Close Account - will stop proxy access to previously linked patient’s accounts. This is the function to use when a staff member with access leaves a care facility.


Removing proxy access from an individual patient:
Changing the address of an individual (e.g. left the care facility) or transfer to a different surgery should dissociate online proxy access from an individual’s account. However, as good practice we would advocate accessing the individuals record, loading ‘online services’ and removing any associated proxy users which have been set up for the care provider.

Method for removing online proxy access:

1. Search for the patient via the usual ‘Search’ function.
2. Access the ‘Administrative’ tab on the left panel.
3. Scroll down to ‘Online services’.
4. Identify the associated proxy user(s) who you want to remove and select ‘Remove access’.
5. The proxy user no longer has access. [image: ]
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STEP 1
You will first need to bring up the care home staff member’s account.  As the care home staff member already has an online account, they are not linked to the Spine.  To search for all online users in your organisation, including online users who are not patients, select Patient > Patient Maintenance > Online Users from the Main Menu.
[image: ]
STEP 2

This screen will pop up and you will right click on the care home staff name you want to add proxy access to and select Retrieve Record.

If you click NHS Number, so it sorts Online Users with no NHS Number at the top, it will be easier for you to find just the Online User Accounts




[image: ]STEP 3
Under the Administrative tree, click Online Services.

STEP 4
[image: ]
You will then click Reset password/Change username.  An information screen will pop up and click Ok.
STEP 5
An Identity Verification Screen will pop up.
[image: ]Click Other, you will then drag a picture (JPEG, not a PDF document) in the Drag Image Here box.
Tick Vouched for after you have received and reviewed the proxy request form vouched for by the care home lead. Choose Information confirmation as you have confirmed this via the Staff Proxy Access Request Form. 
[image: ]STEP 6Mobile phone here

Ensure that NHS email is in the Email section and a mobile phone is entered.NHS email here

A Username will be within the Online Credentials. Ensure that the Email circle is selected.  Then select Ok at the bottom.Username will be here

The Online User will have their password reset.

[bookmark: _Hlk131427232][bookmark: _Toc131429363]8   Frequently Asked Questions (FAQs)

1. Do care homes have to have individual accounts for care staff?

Individual accounts must be set up for all care home staff members that are to be given proxy access for data security reasons. When you login, all the residents for that care home will be listed so they choose which resident they wish to access; this can be for more than one GP if using the same GP system (e.g. SystmOne).  

2. Is this proxy access for the NHS App only or all NHS approved apps?

NHS App is only for individuals and not currently recommended for care home use for ordering medications.

3. What happens if care home staff are off sick, who then requests the medication for their assigned patients?

It is the care home's responsibility to have a minimum of two members of staff who can request medication and also to inform the surgery of any staff leavers or joiners.

4. What patient information do care home staff have access to, just repeat template, or other clinical info?

It depends what access is given by the practice as they remain the data controller. With standard proxy access, the care home can access demographic information and medication that’s is available for order. Any further access would need to be discussed with the practice and care homes locally.

5. For Care Homes with residents registered in more than one surgery, do they need more than one account? One for each practice?

No, they can have one account if all practices are on the same GP system.  The GP practices will have to make a local agreement to decide who maintains the care home staff member accounts.

6. With regards to verbal consent - do you have to obtain signature or write on the form "verbal consent obtained"?
Best practice advises that you must record that you have informed all the residents of the changes in process, the template can be adapted and used for this, to be discussed, agreed and recorded locally at the start of the project how this is to be addressed.
7. If there were any medications not on repeat or on acute, but started by the hospital, how is that dealt with by the care home?

By a secure email to the GP practice or by phone if urgent.


8. Have the number of missing items gone down under proxy ordering?

Yes, considerably.

9. There is no audit trail for whether an acute medicine (outside of the normal cycle) request has been accepted or not. Is there any solution for this? 

The request for an acute medication is made via a note and these are recorded on the GP system but there is no way for the practice to confirm the note has been actioned.  Current process would not change to follow up any urgent issues to ring the surgery/pharmacy where needed or send an email if not urgent.

10.  If a care home staff member leaves the care home, what should happen?

The care home manager should notify the GP surgery immediately when and/or prior to a care home staff member leaving the care home.  The GP surgery will remove the care home staff member’s proxy access for the current care home, as well as their ability to access online services for any other access they may have.  You will do this in Online Services in the Administration tree, then click Remove Access under the applicable heading.

11. A new care home resident has just been changed from one GP practice to our practice, but I can’t see the record on SystmOne?  Why is that?

Sometimes, it takes a few days for the record to fully transfer over.   You may be able to see items within the patient’s / resident’s record, but you can’t change them.  Ensure that there is communication between the GP practice and the care home, and all pertinent notes are documented accordingly.  If this does occur for longer than one week, please contact the SystmOne helpdesk at 01132 050095.

12. When I search for a list of residents by the care home’s address, only some residents show and not others?  How can I make them all show at the same time?

The reason that some residents within a care home show and not all residents is most likely because some residents have their care home address documents slightly different.  To alleviate this problem, you will need to check the care home address for every resident and make sure it is exactly the same for all.  




[bookmark: _Toc131429364]8   Points of contact for additional support

The Norfolk and Waveney CCG Digital Care Homes team is able to provide comprehensive, responsive and effective support for your digital needs.  We pride ourselves in working a collaborative manner with all Care Homes, GP surgeries, Pharmacies and other NHS Trusts in the Norfolk and Waveney area to provide you with a high-quality, streamlined service.  
Please contact us at nwccg.digitalsocialcare@nhs.net if you need further assistance.


[bookmark: _Toc131429365]9   Appendix

[bookmark: APPENDIX1ResidentLeaflet]APPENDIX 1 – Resident Leaflet


[bookmark: APPENDIX2ResidentConsentFormv1]APPENDIX 2 – Resident Consent Form


[bookmark: APPENDIX3StaffProxyAccessRequest]APPENDIX 3 – Staff Proxy Access Request Form


[bookmark: APPENDIX4StaffProxyAccessLeaflet]APPENDIX 4 – Staff Proxy Access Information Leaflet


APPENDIX 5 – Proxy Access for Medication Good Practice Guide


APPENDIX 6 – Full Configuration Checklist for GPs


APPENDIX 7 – Configuration Day Checklist for GPs
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Care Home Access to Your GP Record

Allowing your care home to order repeat prescriptions and access your record



[image: ]













Resident Leaflet v2.1.docx		Page 2 of 2



Many GP patients are now able to see their own health record online and order medication or book appointments.

[image: ]Your care home staff would like to do this on your behalf as it will be easier and faster than the paper process we use now.

[image: ]We will not access your record unless you have signed a form showing that you agree to us seeing part of your health record.

[image: ][image: ]Our staff will sign a form to agree to keep your information safe, secure, and confidential.

You do not have to agree and saying no will not affect your ability to access care services.

[image: ]You can tell us or your GP if there is something you would like to be hidden.

[image: ]There will be a log of every time your health record was accessed.

You can change your mind at any time or arrange to have access yourself.

[image: ]The information that the care home could see (if GP thinks it is necessary), is:

		Medications

		Allergies



		Diagnosis

		Test results



		Letters i.e. hospital discharge

		Medical history
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Resident Consent Form

Permission / consent to allow authorised Care Home staff to access information in my GP online record for the purpose of my direct care.

		Care Home name

		



		Resident’s name

		



		Resident’s date of birth

		



		Care home address & post code

		



		Care Home phone number

		



		Current Staff Proxy Users at Care Home to be aligned to above resident



		

		



		

		

		



		

		

		



		**Note:  One of the next three sections (Resident, Advocate, Care Home Lead/Best Interests Decision) needs to be fully completed**

Resident

		Tick



		I am the resident

		



		[bookmark: _Hlk109035292]I have read and understood the information leaflet

		



		I wish the Care Home to have access to ‘SystmOnline/EMIS Web’ for the following services:

		



		Requesting repeat medications

		



		Accessing my summary care record (where defined as necessary and appropriate by your GP) which could include:

		



		Medication 

Allergies 

		Diagnosis

Test Results 

		Relevant letters e.g. hospital discharge 

Past medical history

		



		[bookmark: _Hlk109035409]Access to my full medical record

		



		Name

		

		Date

		



		Signature

		



		How was consent given / taken

		Written 

		

		Verbal

		









If the resident does not have capacity to give consent, then consent in the Resident’s best interests can be sought from next of kin, resident’s advocate or Power of Attorney for Health or Care Home Manager (see overleaf).


		Advocate

		Tick



		I am the resident’s next of kin or person with legal power of attorney for health

		



		I have read and understood the information leaflet. I agree that the authorised care home staff may access the elements of the GP records via proxy, for direct care, in the best interests of the resident.

		



		I agree that Care Home staff may access to ‘SystmOnline/EMIS Web’ for the following services:

		



		Requesting repeat medications

		



		Accessing my summary care record (this will be at the GPs discretion) which could include:

		



		Medication 

Allergies 

		Diagnosis

Test Results 

		Relevant letters e.g. hospital discharge 

Past medical history

		



		Access to my full medical record

		



		Of the resident named overleaf



		Name

		

		Relationship to Resident

		



		Signature

		

		Date

		



		Care Home Lead / Best Interests Decision

		Tick



		I am the Care Home Manager / Lead of the resident’s Care Home

		



		I have read and understood the information leaflet and agree to allow authorised staff members to access elements of the GP record via proxy, for direct care only, in the best interests of the resident.

The decision is made having satisfied the necessary elements of the Mental Capacity Act 2005. The individual is impaired, and the impairment affects their ability to make the decision. The decision is congruent with any previously expressed wishes and preferences and is made in their best interests.

		



		I agree that Care Home staff may access to ‘SystmOnline/EMIS Web’ for the following services:

		



		Requesting repeat medications

		



		Accessing my summary care record (this will be at the GPs discretion) which could include:

		



		Medication 

Allergies 

		Diagnosis

Test Results 

		Relevant letters e.g. hospital discharge 

Past medical history

		



		Access to my full medical record

		



		Signed on behalf of the resident named in the Resident section of this form



		Name

		

		Date

		



		Signature

		

		

		



		For the Care Home (must be signed)



		I confirm I have verified the identity of this resident in accordance with our organisation’s ID verification protocol



		Name

		

		Role

		



		Signature

		

		Date
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Staff Proxy Access Request Form v3.docx
Staff Proxy Access Request Form

Application to add/remove care home staff proxy access for online ordering of repeat medication

		Section 1 

		Add access 

		Remove access 

		



		Section 2 

		To be completed by the Care Home Lead

		



		Care Home address

		

		Postcode

		



		Staff name

		

		Staff date of birth

		



		Individual / Staff mobile phone number 

		



		Staff NHS email (Not shared mailbox)

		



		

		Tick



		ID verification

		I confirm I have verified the identity of the named Care Home staff member

		



		IG training

		I confirm that this staff member has completed the required level of information governance training as identified in the Data Sharing Agreement

		



		Add proxy access

		I confirm that this member of staff is currently employed by our Care Home and proxy access to all residents’ records should be approved

		



		Remove proxy access

		I can confirm that this member of staff has now left our Care Home and proxy access to all residents’ records should be removed

		



		Care Home Lead Name

		

		



		Care Home Lead Signature

		

		Date

		



		Section 3 

		To be completed by the Care Home staff member

		Tick



		I have read and understood the information leaflet provided about online access and will treat the resident’s information as confidential

		



		I understand my responsibility for safeguarding sensitive medical information

		



		I will be responsible for the security of the information that is seen or downloaded

		



		I will contact the GP Practice as soon as possible if I suspect that the account has been accessed by someone without the agreement of the resident

		



		If I see information in the record that is not about the resident, or is inaccurate, I will contact the GP Practice as soon as possible.  I will treat any information which is not about the resident as being strictly confidential.

		



		I understand that the GP Practice may not be able to offer me these services due to any reasons, such as concern that the information could cause harm to the resident’s physical / mental health or where there is reference to third parties.

		



		I understand the GP Practice has the right to remove online access for anyone that doesn’t use this service responsibly

		



		Staff member Signature

		

		Date

		





IMPORTANT: 

Please attach a list of residents that this member of staff will order medication for

		For GP Practice use only



		Method of verification

		Vouching – by Care Home Manager

		



		

		Other (please state)

		



		Authorised and completed – Name 

		

		Date

		



		Signature

		

		

		



		Level of access enabled

		Medication requests

		



		

		Appointment booking

		



		

		Completing questionnaires

		



		

		View summary care record

		



		

		Coded or full record

		



		

		Detailed coded record

		



		

		Full clinical record

		



		

		Full record with coded record before review date
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Online ordering of repeat prescriptions by a Care Home: Information for staff members

Why access to online GP services are a good thing

Using online health services has become more and more popular over the last few years. The computer systems in GP Practice make it easy for people to view their patient record and order repeat prescriptions, at any time of the day or night. The GP Practice may also (if they determine that it is necessary and proportionate) give you access to view your resident’s Summary Care Record (SCR) which includes: Medication, Allergies, Diagnosis, Test results, Relevant letters e.g. hospital discharge, Past medical history.

Moving from paper to online ordering of repeat prescriptions

Care Home staff can be set up by a resident’s GP Practice as a ‘proxy’ to order repeat prescriptions online, instead of on paper.

Anyone with proxy access must go into the part of the GP clinical record that deals with repeat medication. It is important to make sure the resident understands and is comfortable with this.

Residents must be given information about the new way of ordering prescriptions and have the chance to ask questions or talk through concerns before agreeing to the change.The GP record is personal to each resident/patient. 

Residents must be told about the new way of working and be given a chance to talk about any concerns or ask questions with a member of staff. 

Residents can decide that they do not want Care Home staff to have proxy access. 

Residents can also ask their GP to remove proxy access at any time.





If you are ordering medications for residents, what you will need to do

You will need to sign a form to say that:

· Your information governance training is up to date (e.g. Record Keeping / GDPR / Information Handling / Documentation / Data Protection)

· You agree to keep personal information safe, secure, and confidential

· You agree to take responsibility and accountability for the information you see and use on behalf of your residents

Your signed form is sent to the GP Practice which will set up proxy access for you and other nominated staff. You will be sent login information by the Practice and told how to activate your account. This must be done before you can order any medication for your residents.




Is it secure?

The Care Home has an agreement with the GP that means you must keep any information you see in a resident’s GP record confidential and secure. You also need to keep your information governance training up to date.

GP computer systems also have built in security and keep track of everyone who opens the record, what they do, and when. There are procedures in place for breaches of security or confidentiality via a robust, electronic, audit trail.

Can residents object?

Yes. The information in the GP record belongs to your resident and they can decide who can access it. Each resident decides if they want you to have access. Residents can object at any time and their wishes must be respected. Access by the Care Home staff can be removed at any time by your GP Practice.
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Care Home Good Practice Guidance

Proxy Access Repeat Medication Ordering using SystmOnline

1. Access

1.1. Proxy access refers to somebody acting on behalf of a resident, with the resident’s consent, to access GP online services.

1.2. The GP Practice is responsible for registering Care Home residents for access to GP online services.

1.3. Proxy access should only be given to named individuals who have a legitimate reason to have access to the online services of the resident that they are caring for.

1.4. If the resident has capacity, they must be informed of the change in the ordering process from paper to electronic. An authorisation form for proxy access to GP online services must be completed and sent to the Practice, by the Care Home manager, with a copy saved in the resident’s care plan. The Practice must upload this document to the resident’s electronic medical record in their system to give access by proxy for this resident. The resident can ask someone else to complete the form on their behalf. 

1.5. Where the resident does not have capacity, online access may be allowed following a discussion with the resident’s family and Care Home staff.  Access can be granted if the GP, next of kin, family or care staff looking after them believe it to be in the resident’s best interest. Decisions made by those with lasting power of attorney for health and welfare or court appointed deputies, should also be considered.

1.6. The discussion with the resident about the benefits and risks of allowing proxy access, and their consent or legal justification if they lack capacity, must be clearly documented in the medical records and the care plan in the home.

1.7. When consent for proxy access is obtained it is important that the Care Home keep the resident up to date with the level of access granted by the GP.

1.8. Care Home proxy access users must be set up with individual, secure email accounts. NHS mail is the recommended service. The NHS mail shared mailbox should be used for resident communications which nominated staff can access and manage.

1.9. Once NHS mail or an approved alternative is in place, in the Care Home then they can be set up by the Practice for proxy access to order medications online for their residents. The Care Home should have at least two members of staff authorised and trained on how to use proxy access. Staff should know they are not allowed to share login credentials or give others access to these accounts. 

1.10. Residents, their carers and families should be told when the new system is up and running.

1.11. It is important that the GP Practice is informed of any staff changes/leavers.

1.12. Passwords will have to be changed when prompted by NHS mail, and all systems to keep data security kept up to date.

1.13. The GP Practice should be notified about any changes relating to the resident’s status, for example when the resident:

· is in hospital

· is moved to another care setting

· has passed away

1.14. A data sharing agreement that meets General Data Protection Regulation (GDPR) standards must be put in place between the Practice and Care Home.

2.	Ordering Repeat Medication

2.1.	Prescription requests should be made by authorised, trained Care Home staff on the allocated day and in accordance with the medication cycle planner (as agreed between the Practice, Care Home and Pharmacy).

2.2.	The Medicine Administration Record (MAR) chart should be used to cross-reference when ordering repeat medication for residents.

2.3.	Before ordering a prescription, stock levels of all medication must be checked, especially ‘as and when needed’ items such as analgesics, inhalers, test strips, and creams.

2.4.	Any medication which runs out at different times should be synchronised and appropriate quantities ordered to align prescriptions for the next cycle.

2.5.	All repeat prescriptions should be ordered using the online system.

3.	Acute Prescriptions/Urgent Requests

3.1.	The GP may request treatment be started urgently, for example, antibiotics.

3.2.	The GP will need to notify the dispensing Community Pharmacy and the Care Home when a prescription is acute and required urgently, for the same working day. There will be local arrangements with the dispensing Pharmacy for cut off times.

3.3.	In cases where a request falls outside the operating hours of the Pharmacy, the GP may generate an FP10 to be dispensed at a local Pharmacy.

3.4.	To avoid delay in starting treatment, the Care Home will need to arrange with a local Pharmacy for urgent prescriptions to be delivered or collected. This is to ensure medications can be dispensed and treatment started the same day.

4.	Interim Prescriptions/Mid-cycle Changes

4.1.	Mid-cycle requests are to ensure there is enough medication to complete the current cycle and synchronise with the 28-day cycle.

4.2.	Mid-cycle requests for unusual quantities can be requested to complete the current cycle: 

· to synchronise medicines

· for a new resident

· when a new medication is prescribed for the first time

· for medicines which have been dropped, spilled or refused by the resident

· where additional quantities are required due to increased usage (e.g. analgesics) or dose increased.

4.3.	Requests for mid-cycle prescriptions should be made using the online ordering system. An entry needs to be made in the message box to indicate that this is a mid-cycle request including the quantity and where it needs to be sent to if this is different to the regular pharmacy and it is an acute request.

4.4.	Care Home staff may request quantities of medication to complete the cycle as well as a further 28 days’ supply. This will allow a supply for the next medication cycle to be assembled at the dispensing Community Pharmacy.



5.	Receiving Medication

5.1.	Dispensed medication should be sent to the Care Home at least 2 working days before the start of the new cycle.

5.2.	On the day the medication is delivered to the Care Home, the medications must be checked against the MAR/eMAR chart and online order form, and booked in by an authorised Care Home staff member.

5.3.	Any discrepancies should be resolved with the dispensing Community Pharmacy or GP Practice.

5.4.	The new MAR chart should be compared with the previous month’s chart. If changes have been made in the interim, the new MAR chart should be amended. The alterations should be signed and dated by 2 members of Care Home staff, adding a reference for the amendment (e.g. note from prescriber) endorsing the changes with the date the alteration was made.

6.	Amendments to Prescriptions using NHS mail

6.1.	Where Care Homes have an NHS mail account, instructions from the GP on how to amend a prescription will be emailed to the Care Home’s shared mailbox for them to action.

6.2.	It is the responsibility of all the authorised Care Home staff who have access to the shared mailbox to regularly check the email account and action any changes to a resident’s medication.

6.3.	A clear entry in the resident’s care plan should be made and the emailed instructions must be available in the resident’s care plan.

6.4.	The MAR chart should be amended to reflect the instructions. The GP should countersign the MAR chart during their next visit to the Care Home.

7.	Further Information

You might find the following helpful:

NICE Guidance (SC1, 2014) Managing medications in Care Homes https://www.nice.org.uk/guidance/sc1

Royal College of General Practitioners, Patient Online Toolkit https://www.rcgp.org.uk/patientonline
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Full Configuration Checklist for GP Practices



		

Completed

		

Any further action 



		1 – 3 months prior

		· Ensure that the Care Home has their DSPT completed (or in progress at a minimum).

· Ensure that Care Home and GP surgery have DSA / ISP in place

 

		

		



		

		· 

		

		



		1 month prior

		· Ensure that you have received emails from all staff proxy users from their NHS mail account.

· Request full resident list.

· Request Staff Proxy Access User Forms.

· Confirm with GP practice which level of access they are granting for the Care Home Staff Proxy Users. (summary care record/repeat prescriptions/messaging/demographics)



		

		



		

		· 

		

		



		

		· 

		

		



		

		· 

		

		



		1 week prior (and up to date of 

		· Review full resident list for accuracy.

· Review Staff Proxy Access User Forms for accuracy.

· Upload all of the resident consent forms in their corresponding profile.

· Create a separate folder for all finalised care home documentation.

· Set up and send off details for new staff proxy access users.

· Verify with staff proxy access users that they have received their pin and new login details and have logged in.

		

		



		

		· 

		

		



		

		· 

		

		



		

		· 

		

		



		

		· 

		

		



		

		· 

		

		



		Day of configuration

		· Ensure that 3 Points of ID are checked for each resident prior to linking to proxy access.

· Verify that staff proxy user is linked to all applicable care home residents.

		

		



		

		· 

		

		



		Immediately after configuration

		· Send verification email to each staff proxy access user to go in their new profile and verify they have access to all the residents for their applicable care home.

· Send verification to the GP Practice that you have completed configuration.

· Delete all emails/folders/items that have Patient Identifiable Information in them.  Don’t forget to check email inbox, email sent box, email deleted folder, Team chat, Teams files in chats and folders on desktops.

		

		



		

		· 

		

		



		

		· 

		

		



		Follow up (2 – 8 weeks after configuration)

		· Follow up with RM/DM that their first medication order has been completed.
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Residents for –



		Action Required

		Action Completed?

(Y/N)

(For CCG)

		Resident Consent Form Checked for Completeness

(For CCG)

		3 Points of ID checked prior to linking to proxy access

(For CCG)

		Resident Consent Form added

(For CCG)

		Linked to proxy access?

(Y/N)

(For CCG)



		1. 

		

		

		

		

		

		



		2. 

		

		

		

		

		

		



		3. 

		

		

		

		

		

		



		4. 

		

		

		

		

		

		



		5. 

		

		

		

		

		

		



		6. 

		

		

		

		

		

		



		7. 

		

		

		

		

		

		



		8. 

		

		

		

		

		

		



		9. 

		

		

		

		

		

		



		10. 

		

		

		

		

		

		



		11. 

		

		

		

		

		

		



		12. 

		

		

		

		

		

		



		13. 

		

		

		

		

		

		



		14. 

		

		

		

		

		

		



		15. 

		

		

		

		

		

		



		16. 

		

		

		

		

		

		



		17. 

		

		

		

		

		

		



		18. 
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